5FAM 820 SITE MANAGEMENT
5FAM 821 GENERAL POLICY

(TL:IM-14; 12-30-94)

a. The site that computer equipment is to occupy requires preparation.
This depends on the equipment ordered and whether or not classified
information is to be processed on the equipment. Vendors may provide
customers with a site planning guide to help in site preparation for their
systems.

(1) Installation and subsequent operation of equipment of a significant
size will affect electrical distribution, floor weight, and heating and ventilation
and air conditioning performance. Before purchasing computer equipment for
installation at Main State, managers must obtain clearance from the Office of
Facilities Management (A/OPR/FMSS).

(2) System managers or information management officers planning to
install equipment in any of the Department’s domestic annexes must check
with that building’s property manager to ascertain electrical power capabilities
within the building.

(3) All new overseas facilities and major renovations to existing
overseas facilities must comply with the Office of Foreign Buildings (A/FBO)
design standards and be approved in advance by A/FBO for all computer
hardware configurations.

(4) All classified computer systems (domestic and overseas) must be
physically secured in accordance with security standards issued by the Bureau
of Diplomatic Security.

b. The Department currently uses a variety of computer systems ranging
from personal desktop computers (PCs) to those that require a special
computer room to house the complete configuration of hardware. The type of
system determines the amount of space needed. In all cases, there must be
enough room to accommodate the equipment and, where necessary, to allow
the operators and engineers enough room to work.

c. Funding for site preparation comes from the post or bureau. The post
or bureau must also purchase and install the signal cable to be run from a
central processing unit (CPU).






b. Water damage is an important consideration when a raised floor is
installed. If the computer facility is close to water lines in the building, they
could cause water leaks that could go undetected for days. A battery-powered
water detection device that is easily mounted under the raised floor, or in any
locations where water may collect is recommended. The system manager
should check batteries regularly to assure continued operation.

5FAM 824.2 Air Conditioning
(TL:IM-14; 12-30-94)

a. Computers require cool temperatures even in the winter when the
building heat is on. For a computer room, consider providing air conditioning
separate from that required by the rest of the building. A detailed description
of the temperature/humidity/air conditioning requirements of the equipment is
usually available from the vendor.

b. Due to local conditions of temperature, humidity, and/or dust/air
pollution, it may be necessary to run the system’s air conditioning 24 hours a
day, 7 days a week. The system manager should establish a consistent policy,
and keep all users informed.

c. Air conditioning should be able to filter dust and air pollution. This is
especially important when the system has tape drives or external disk drives.

d. VS Systems—The following are general considerations on air
conditioning for VS systems for use by a system manager:

(1) To compute the number of BTUs of air conditioning required, follow
the formula provided in the Customer Site Planning Guide.

(2) The building’s air conditioning units may not be sufficient. The
computer will require constantly controlled temperature and humidity—even
during the colder times of the year. The amount of air conditioning the system
needs may overburden the building units. Another important consideration is
that building units are usually turned off over weekends.

(3) The only place that needs extra air conditioning is the computer
room. This air should circulate fully around the room. If the room has a raised
floor, arrange for some of the air to pass under the floor and some to pass
above the floor.

(4) Even if the computer room will be unacceptably dry or damp only at
certain times of the year, a humidifier or dehumidifier will be needed.



(5) A hygrothermograph is used to measure temperature and humidity in
the computer room. If the computer room is designated as a controlled access
area, the hygrothermograph must be purchased from random sources as
defined in the Diplomatic Security Standards Handbook.

(6) Because the temperature and humidity will have to be adjusted
periodically, the computer room staff must have easy access to the controls.

(7)  Air conditioning also acts as a filter. If dust and air pollution exist in
large quantities, consider filtering the air.

(8) Install a switch by the power-off switch outside the computer room to
allow the operator to cut the air conditioners off in the event of an emergency.

(9) If the air conditioners are going to be off for more than 10 minutes,
the system manager should power off the system to prevent heat damage to
the computer.

5FAM 824.3 Power
(TL:IM-14; 12-30-94)

a. No computer system can tolerate unstable power. It will have system
failures and lose data if the power fluctuates too much. Systems that require
large amounts of power should be installed at a site close to main power
panels. The hardware vendor can supply specific power requirements for the
computer room as a whole and for each piece of equipment.

b. Before installing a system at an overseas site, the system manager
should consult with A/FBO/PE/BDE and do the following:

(1) Compute the power requirement for the system ordered. Note
devices requiring dedicated or isolated power (external disk drives, for
example).

(2) Putaline analyzer on an outlet in the area where the computer will be
installed to ascertain the quality of power available. If the variance in power
(sags and surges) exceeds the tolerances of the system, condition power.
With the exception of single user devices, power conditioners and
uninterruptable power supply (UPS) systems installed overseas must be
approved by A/FBO/PE/BDE. A/FBO/PE/BDE can identify power conditioner
vendors that are known and which the Department can support.

(3) If it is necessary to put in extra lines or connectors, the system
manager should consult with A/FBO before doing so. If there is a special room
for the equipment, have an emergency cut-off switch installed at the door to
allow one to cut power to the room without entering it.












